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Abstract: Steganography (a rough Greek translation of the term Steganography is secret writing) has been used in
various forms for 2500 years. Briefly stated, steganography is the term applied to any number of processes that will
hide a message within an object, where the hidden message will not be apparent to an observer. In steganography, the
message used to hide secret message is called host message or cover message. Once the contents of the host message or
cover message are modified, the resultant message is known as stego message. In other words, stego message is
combination of host message and secret message. Audio steganography requires a text or audio secret message to be

embedded within a cover audio message.
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I INTRODUCTION
The objective of steganography is to hide a secret message
within a cover-media in such a way that others cannot
discern the presence of the hidden message. Technically in
simple words “steganography means hiding one piece of
data within another”. Modern steganography uses the
opportunity of hiding information into digital multimedia
files and also at the network packet level. Hiding
information into a media requires following elements [3]
e The cover media(C) that will hold the hidden data
e The secret message (M), may be plain text, cipher text
or any type of data
e The stego function (Fe) and its inverse (Fe-1)
e An optional stego-key (K) or password may be used
to hide and unhide the message.

A. Image Steganography

Information security is essential for confidential data
transfer. Steganography is one of the ways used for secure
transmission  of confidential information.  Hiding
information using steganography[7] in a photograph is
less suspicious than communicating an encrypted file. The
main purpose of steganography is to convey the
information secretly by concealing the very existence of
information in some other medium such as image, audio or

video.
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Cryptography: Cryptography scrambles messages so it
can’t be understood. Modulo encryption is a popular data
hiding technique in mobile devices.[4]
Steganography: It is an ancient art of hiding information.
It hides information in digital images.

B.Audio Steganography

There are two concepts to consider before choosing an
encoding technique for audio. They are the digitalformat
of the audio and the transmission medium of the audio.
There are three main digital audio formats typically in use.
They are Sample Quantization, Temporal Sampling Rate
and Perceptual Sampling. Sample Quantization which is a
16-hit linear sampling architecture used by popular audio
formats such as (WAV).Temporal Sampling Rate uses
selectable frequencies (in the KHz) to sample the audio.
The last audio format is Perceptual Sampling. This format
changes the statistics of the audio drastically by encoding
only the parts the listener perceives thus maintaining the
sound but changing the signal. This format is used by the
most popular digital audio on the Internet today in 1SO
MPEG (MP3). Transmission medium (path the audio takes
from sender to receiver) must also be considered when
encoding secret messages in audio.
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As shown above, the data is converted in stegano-object
(in this case audio file) and is being transmitted and on the
receiving terminal the stegano-object is processed and is
converted back into the original data.

RSA Algorithm: Rivest , Shamir , Adlemen
Steps of algorithm:
Step 1: Let p and g be the 2 prime numbers.
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Step 2: Subtract 1 from p and g and take product of them
n= (p-1)*(a-1)

Step 3: The product is denoted by ©(n) i.e©6(n)=(p-1)*(q-
1)

Step 4: Select the relative value of e such that it lies
between 1<=e<=0(n)
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Step 5:For decryption the formula can be used as

(d*e)modS(n)=1
Step 6: public key(e,n) Private key(d,n)

1. LITERATERE SURVEY

In today’s world, we often listen a popular term
“Hacking”. Hacking is nothing but an unauthorized access
of data which can be collected at the time of data
transmission. With respect to steganography this problem
is often taken as Steganalysis[8]. Steganalysis is a process
in which a steganalyzer cracks the cover object to get the
hidden data. So, whatever be he technique will be
developed in future, degree of security related with that
has to be kept in mind.

. PROPOSED SYSTEM
The majority of today’s steganographic systems uses
multimedia objects like image, audio, video etc as cover
media because people often transmit digital pictures over
email and other Internet communication. In a computer-
based audio steganography system, secret messages are
embedded in digital sound.

The secret message is embedded by slightly altering the
binary sequence of a sound file. Existing audio
steganography software can embed messages in WAV,
AU, and even MP3 sound files. In future we can also
implement video steganography.Proposed Image and
Audio Steganography system is a method of data hiding
[5] is the process of hiding information behind the wave
file that is carrier file. The message is first encrypted and
then embedded in the carrier. The system has following
four layers

e Encryption
e Encoding
e Decoding

e  Decryption
Encoding : The process of hiding the message in the image
and audio file.
Decoding : Decoding is a process of retrieving the
message from the Image and audio file.

Iv. ADVANTAGES

e Provision for encryption of message before encoding
it into the audio file to enhance the security.

e  Provision of encryption key and complex encryption
algorithm.

e The encryption key is modified by the algorithm to
get a new key which is used for encrypting the
message. So even if the key is known for an intruder,
he cannot break the code.

e Time to encode and decode is very less.
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V. APPLICATION

Stegnography can be used any time you want to hide
data.There are many reasons to hide data but they all boil
down to the desired to prevent unauthorized persons from
becoming aware of the existence of a message. With these
new techniques,a hidden message is indistinguishable
from white noise.Even if the message is suspected,there is
no proof of its existence.In the business world
steganography can be used to hide a secret chemical
formula or plans for a new invention. Steganography can
also be used for corporate espionage by sending out trade
secrete without anyone at the company being any the
wiser.[9]. Terroist can also used steganography to keep
there commmunication secret and to coordinate attacks.

VI. CONCLUSION

This paper we have introduced a robust[6] method of
imperceptible audio data hiding. This system is to provide
a good, efficient method for hiding the data from hackers
and sent to the destination in a safe manner. This
proposed system will not change the size of the file even
after encoding and also suitable for any type of audio file
format.

Thus we conclude that audio data hiding techniques can be
used for a number of purposes other than covert
communication , information tracing and finger printing.
As the sky is not limit so is not for the development. Man
is now pushing away its own boundaries to make every
thought possible. So similarly these operations described
above can be further modified as it is in the world of
Information Technology.
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